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Introduction 

What is information security? 

Information is an essential resource for South Lanarkshire Council. Without accurate and 
reliable information the Council cannot be effective in meeting either business objectives 
or statutory obligations. Thus the Council has implemented systems, policies and 
procedures all of which aim to make sure that information is suitably protected. This 
Information Security Management System is essential to the Information Strategy of the 
Council. 

For South Lanarkshire Council there are 5 information security themes: 

Confidentiality - protecting sensitive information from unauthorised disclosure or 
intelligible interception 

Integrity - safeguarding the accuracy and completeness of the information and computer 
software  

Availability - ensuring that information and vital services are available to users 

Authenticity – ensuring that only authorised users can access Information 

Legal Compliance – ensuring that the Council complies with each of its legislative 
obligations. 

Information takes many forms. It can be stored on computers, transmitted across 
networks, printed out or written down on paper and spoken in conversations. 

From a security perspective, appropriate protection should be applied to all forms of 
information including papers, databases, computer files, conversations and any other 
methods used to convey knowledge and ideas. 

Why is action needed? 

Information and the systems and networks which support it are important to the Council. 
Their availability, integrity and confidentiality is an essential element in allowing the 
Council to provide continuous improvement in services, demonstrate best value and 
meet statutory obligations. The threats to information are many and varied, including: 

• accidental damage or loss
• inappropriate disclosure
• computer based fraud
• sabotage or vandalism
• environment or climatic conditions
• viruses
• hackers

Each of these threats can be either internal or external to the Council and as such 
it is essential that security procedures are developed and deployed to minimise risk. 



1. Information security policy statement

South Lanarkshire Council has based this Information Security Policy on the
international information security management standard ISO27001. This
management standard provides guidance on best practice and identifies the
controls that are recommended to protect information assets.

Where these controls are appropriate to the legislative obligations and business
needs of the Council they are mandatory and must be implemented. This policy
has taken into account the ISO27001 standard.

The policy covers the 11 key areas of control identified in ISO27001:

• Security Policy
• Security Organisation
• Asset Management
• Personnel Security
• Physical and Environmental Security
• Communications and Operations Management
• Access Control
• Information Systems Acquisition, Development and Maintenance
• Information Security Incident Management
• Business Continuity Management
• Compliance

2. Security policy

This information security policy sets out the framework for the information security
management system and the scope of how information security management risk
will be handled by South Lanarkshire Council.

This Information Security Policy includes explanations of specific policies,
standards and compliance requirements, and a definition of general and specific
responsibilities for all aspects of information security.

This policy will be regularly reviewed to ensure that it continues to meet the
requirements of South Lanarkshire Council.

Information Security affects every user of South Lanarkshire Council’s
information, services and infrastructure, whether employees, Elected Members,
third party suppliers or customers.  It is essential that all of these user groups are
aware of their responsibilities in relation to the Information Security Policy.

The Information Security Policy, and any supplementary guidance, will be made
available to every user of information, services and infrastructure within South
Lanarkshire Council through the Information Security Section on the Council’s
intranet, as well as being provided to Third Party Suppliers and Partner
Organisations.

2.1 Aim of the policy 

The Council has developed this Information security Policy as part of the its 
commitment to protect information used by the Council to those parties to which 



the information relates. The Council acknowledged that it has responsibilities 
towards these third parties as well as to ensuring that its business requirements 
are met. 

The aim of the policy is to assist all information users within the Council (including 
those who external users are handling information purely on behalf of the Council) 
to recognise the role they must play in ensuring that its information is managed in 
a safe and secure manner. The Council acknowledges that do so must involve 
taking account of the likelihood and impact of any risk, both to the Council and the 
parties to whom the information relates occurring, taking account of the risks. 

2.2 Information security awareness 

All information users within the Council (and anyone handling information on its 
behalf) must be made aware of this Information Security Policy and the 
Information Management System and its role in helping to ensure that the 
Council’s handling of information remains compliant with this policy. 

A Learn on Line course on information security is available and the Executive 
Director must ensure that all relevant employees must complete this course if 
relevant to their employment tasks. 

2.3  Information security management system 

The Information Security Management System (ISMS) is a set of policies 
concerned with information management or IT related risks. The governing 
principle behind the ISMS is that the Council should design, implement and 
maintain a coherent set of policies, processes and systems to manage risks to its 
information assets, thus ensuring acceptable levels of information security risk. 

Consequently, this Policy is part of that set of interconnecting information 
management policies set out in Appendix 1. 

3. Security organisation

The Chief Executive
On a corporate level, the Chief Executive is responsible for authorising this policy
and assigning implementation and compliance responsibilities to relevant
individuals and groups.

Information Governance Board
The Information Governance Board, which has representation from all
Resources, takes a strategic overview of all information governance issues of
which information security plays an integral part.

Executive Directors
All Executive Directors (as default Information Asset Owner – see Section 4) are
responsible for ensuring that there are appropriate procedures and measures to
support this Policy within that Resource and that these procedures and measures
are communicated to employees (see Section 7 for more information).



IT Services Management Team 
Responsibility for overseeing and implementing the information security assigned 
to the Management Team within IT Services. 

Data Protection Officer (the DPO) 
This is the person who has been designated by the Council to provide advice on 
all issues relating to data protection matters. The DPO is an advisory role only. 
However Executive Directors must ensure that the DPO is involved, properly and 
in a timely manner, in all issues involving information security where the 
information concerned is personal data or sensitive personal data (or after 25 May 
2018, special category data) all data protection. 

Individuals and users of information assets 
Individuals who make use of Council information and information assets are 
responsible for adhering to the various codes of practice and guidance 
documents that apply.  

4. Asset management

Information is an asset of the Council in the same way as buildings or vehicles
can be considered assets.  Each set of data or records are part of our information
assets.  Therefore, it is important that we keep a record of our information assets
in the form of an asset inventory or register.

A register of existing information assets has been compiled by means of an
information audit.  This is a valuable resource and must be kept current by all
services.

All new projects as part of their design will compile an inventory of assets which
will cover all formats including electronic and manual assets specifically
identifying each asset. If the project involves personal data or sensitive personal
data, this shall be included within the Privacy Impact Assessment.

By use of the information asset register or inventory we will control and manage
our information assets ensuring that any changes do not compromise security.

Executive Directors are the default Information Asset Owner (IAO) for each
Resource. Information Asset Owners are responsible for ensuring the security of
all information and, in particular, confidential information such as personal or
sensitive personal data. An Executive Director will be able to designate someone
else who will be the Resource IAO for the specified information held and used by
that Resource.

At no time, should there be more than one identified Information Asset Owner for
each set of information.

Where an Executive Director wishes to identify a Resource IAO for certain
information assets, the Executive Director must ensure that the additional IAO
has sufficient management responsibility and powers to be able to ensure
compliance with this Policy.

As and when change occurs in the identification of an IAO, projects or information
assets the new IAO will identify any changes that need to take place in the
inventory. As well as listing each information asset, the inventory will record:



• Who is the IAO that controls that asset (where this is not the Executive
Director);

• The physical, or logical, location of that asset;
• Any specific controls that apply to that asset;
• Whether the asset contains any personal and/or sensitive data (or after 25

May 2018, special category data) and
• If any of the information is such data, the processing conditions which

makes the Council’s processing of the data lawful.

The Executive Director for each Resource (or the designated person) will ensure 
that appropriate risk management processes are in place for each information 
asset in whatever format that it exists.  To make this happen the following 
measures will be enforced: 
• business critical information services provided by the Council will be

subject to business continuity and disaster recovery planning.
• asset registers will be compiled identifying the information assets within

the Council.
• risk assessments will be carried out on critical assets to identify

potential threats.
• appropriate controls for each asset will be identified, documented and

implemented as agreed with relevant managers
• where there is a change to security measures relating to the Council’s

collection or use of personal data or sensitive personal data, a Privacy
Impact Assessment or a Data Protection Assessment has been undertaken
prior to those changes being made and that all risks to the Council and to
the data subjects have been mitigated to a proportionate level after
balancing the extant risks against the purposes of the processing.

The IT Services Management Team must be consulted prior to these decisions to 
ensure that they remain appropriate to the business needs of the organisation.   

Where the information is personal data and/or sensitive personal data (or after 25 
May 2018, special category data), it may be necessary in terms of the Council’s 
Privacy Policy (and from 25 May 2018, required by law) to carry out a Privacy 
Impact Assessment (a PIA). When undertaking a PIA, Resources must consider 
the Screening Questions and consult the DPO on any issues relating to data 
protection to ensure that the Council is complying with data protection law in 
relation to protection of personal data and/or sensitive personal data (or from 25 
May 2018, special category data). 

Cross resource information systems 
There may be certain systems holding information that are used jointly between 
two or more Resources. In such cases, the Executive Directors (or others 
designated to carry out the information security function for a Resource) shall 
clearly identify as part of the Privacy Impact Assessment or Data Protection 
Assessment. This Executive Director (or the designated person) shall be 
responsible for the undertaking of any risk assessment, identification, 
documentation and implementation of appropriate controls for the asset. 

It is the responsibility of the Executive Director for each Resource to ensure that, 
where the issue of information security relates to personal data or sensitive 
personal data, proper records are kept in order that the Council can demonstrate 
compliance with this Policy. 



5. Personnel security

Everyone within South Lanarkshire Council will be made aware of the importance
of implementing and following the information security policy. Controls in place to
reinforce this will include:
• each member of staff will be made aware of their duties and

responsibilities within the information security management system.
• management systems in place will ensure that everyone can report any

problems or potential threat to any of the assets held by the Council.
• If a training need has been identified, as and when required, appropriate

training will be given to staff. The completion of this training will be
verified and recorded.

• an introduction to the requirements of the information security
management systems, including the undertaking of any relevant Learn on
Line modules, will be included as an induction item for all new
starts in the Council.

• arrangements that have been put place by any Executive Director to
monitor compliance with the information security policy and to detect
breaches.

5.1 User responsibility guidelines – manual and electronic 
records 

South Lanarkshire Council deals with a wide variety of information and needs to 
do this effectively to deliver services to its residents, customers and partners.  If 
an employee use this information, or the Information and Communications 
Technology systems and networks, the employee has an essential part to play 
and must follow the regulations that apply.  This document summarises the 
responsibilities placed on employees and identifies relevant Council policies and 
codes of practice.  Copies of these are available on the intranet and the Executive 
Director of the relevant Resources must ensure that employees are aware of 
these and understand how they may affect them. 

Note that, in many cases, there is a legal obligation on the Council to both enforce 
and monitor the implementation of these responsibilities and therefore any breach 
would be viewed as serious, especially where it is a breach of the Council’s Code 
of Conduct. 

All information users must: 
• understand the nature and sensitivity of any information they deal with and

ensure it is retained securely
• use any IT equipment sensibly and observe the relevant codes of practice

and guidance documents that apply
• ensure that any requests made of them for information are dealt with in

accordance with the relevant procedures and
• report either to their line manager or the IT Help Desk any problems or

issues they experience when using either the IT facilities, working with
manual files or observing these responsibilities.



5.2    Misuse of information 

As a responsible organisation, South Lanarkshire Council will take steps to 
ensure adherence to this Information Security Policy. 

All information users must immediately bring any instances of suspected or actual 
information misuse which may compromise the policy to the attention of their line 
manger or IT Help Desk (01698 455656). 

Everyone who uses South Lanarkshire Council information systems, which 
includes telephones, software, hardware, infrastructure, data and hard copy files 
and records must understand the Information Security Policy, and any other 
associated guidelines, and fully comply with them. 

6. Physical and environmental security

As the top priority, the Council will ensure that all of its activities are
carried out in a safe working environment. This applies equally to staff, visitors,
sub-contractors and information assets. Applying this to the information security
management system specifically, the Council will:
• where require, undertake a PIA including the consideration of what and the

level of security measures that are required,
• ensure that all information assets are used in a suitable and safe working

environment and protected against accidental and deliberate damage;
• protect electronic equipment against threats such as power fluctuations,

ingress of dust and electro static discharge;
• protect all network cabling and equipment against damage or loss;
• encourage a clear desk and screen policy (i.e. not leaving information

visible on users’ screens while they are away for a few minutes);
• enforce access control procedures for sensitive business processes and

procedures;
• ensure manual files are kept in secure, locked cabinets where appropriate;
• introduce audit trails in relation to location of manual records such as sign

out/sign in procedures to track file movements;
• ensure, where information is being destroyed in accordance with any

relevant retention policy, the information is destroyed securely and
confidentially

7. Communications and operations management

The information security policy enforced by the Council will be supported by the
operation of the Council’s Codes of Conduct as well as relevant Codes of Practice
and guidance documents. These define responsibilities and identify how key
tasks are to be carried out and are available using the links below:

• Employee Code of Conduct
• IT Acceptable Use Policy
• Records Management Policy (and related Management Plan)
• Privacy Policy
• Data Sharing Policy
• Information Strategy
• Corporate Standards

http://intranet.southlanarkshire.gov.uk/downloads/file/800/employee_code_of_conduct
http://intranet.southlanarkshire.gov.uk/downloads/file/809/it_acceptable_use_policy


The operation of the information security management system will be supported 
by internal communications within the Council. Specifically, there is in place a 
reporting mechanism to the relevant IAO that can be used to identify existing and 
potential risks in the operation of the information security management system. 
This system tracks and monitors issues and ensures that; 
• sufficient IT capability is made available to satisfy the Council’s business

needs;
• system documentation is controlled to prevent loss or damage;
• protection against malicious software is in place and as far as is possible

meets current known threats;
• information exchange with other organisations is carried out in a controlled

manner that protects both parties as well as the information itself;
• each incident is logged, including notification in accordance with the

Council’s Information Incident Notification Procedures and, in relation to
resolution, remedying or mitigating any damage arising from an information
security incident, allocated to a specific person within the
Council who is responsible for its resolution;

• progress in resolving each incident can be recorded;
• the closure of each incident is recorded and the results communicated to

each person affected as well as the originator.

It is the responsibility of the Executive Director of each Resource to ensure that 
these procedures and measures are communicated to employees. 

8. Access control

Information in all its formats is a critical business asset.  This includes hard copy
Information and data held on Information and Communications Technology
systems and networks.  Their security is essential to the Council’s effective
operation.  This means we must make sure that information can be accessed only
by appropriately authorised people and that it will be accurate and available
whenever they need to use it.

South Lanarkshire Council is committed to restricting access to information only
to those who have a requirement to access it. The Council will take steps to:
• protect our hard copy and electronic information, our IT assets – hardware,

software, infrastructure and data – against security threats
• enforce an effective Council wide Information Security Policy
• help users understand the importance of securing these assets as part of

our everyday work, and
• make sure the Council follows relevant laws

South Lanarkshire Council employees as well as processors, will be provided with 
appropriate access to information, equipment and systems they need to do their 
work effectively. However, where the information or part of it is personal data 
and/or sensitive personal data (or special category) is being shared with third 
parties including Elected Members will always be done in compliance with the 
Council’s Data Sharing Policy and data protection laws.  Everyone using these 
has a direct responsibility for the security of the information assets. 

Access to these information assets and IT systems will be controlled using 
specific accounts that must be used by the authorised user only.  Authorised 
users will be responsible for actions recorded against that account. 



Access to manual files will be monitored and controlled. 

8.1 Electronic records 

Access to critical information assets will be controlled. Defined controls will exist 
for each information asset, listing who can access the information and what they 
can do with that information. These access rights are only granted if approved by 
relevant line managers who have ensured there is an appropriate business need 
for that access. Controls will include: 
• registering each authorised user of each asset and defining their user rights;
• Ensuring that each user is made aware of their responsibilities and duties in

the information security management system;
• Ensuring that suitable network access control is part of the network

operating systems;
• Restricting access to sensitive information;
• Where appropriate, monitoring the usage of specific resources;
• Reviewing user lists regularly to take account of personnel changes.

As well as any physical access control measures, password control will be used 
to control access to electronic media with a defined Password policy in place for 
each aspect of the business. Non-electronic media will be subject to access 
control measures appropriate to that media and application. 

In terms of physical control measures, account should be taken of security within 
the office area and there should be methods in place to prevent unauthorised 
people gaining access to physical files.  For example, files should be kept in 
locked cabinets with restricted key holding arrangements.  See the risk 
management guidance document on key holding procedures for more 
information.  Where this is not possible, files should not be left unattended.   

8.2 Paper files and records 

Although a large proportion of our information is held electronically, we are still 
creating and using manual paper files. Care should be taken when the file 
contains personal and sensitive information. The information security 
management system as described in section 2.3 also covers paper files.  The 11 
key areas of control outlined in section 1 should be considered when dealing with 
paper information. 

8.3   Keeping personal information secure within the office 

All personal data must be kept in a secure environment with controlled access.  
Suggestions as to how local arrangements can be made to secure paper records 
include: 
• Locked metal cabinets (access to keys limited to nominated employees

only)
• Locked drawer or desk (access to keys limited to nominated employees

only)
• Locked cupboard or room (access to keys limited to nominated employees

only)
• Physical access to floors or areas where records are stored monitored and

restricted



 Where access to the information is required on a frequent basis making locked 
cabinets and rooms impractical, arrangements must be made to ensure that 
areas where personal data is held are manned by authorised employees so that 
access can be controlled.   For more guidance on key holding procedures see the 
risk management guidance document entitled key holding procedures.   

 While staff are working on files containing personal information, care should be 
taken not to leave these unattended at their desk or work area.  No files 
containing personal information should be left overnight on employee’s desks.  A 
clear desk policy should be applied in relation to files and information containing 
personal and sensitive information. 

Be on the lookout for any unattended visitors accessing files where they have no 
authorisation.  Visitors should be signed in and accompanied while they are in 
areas normally restricted to staff only. 

When handling personal and sensitive data, Managers should only allow access 
to employees who have a legitimate business need to access it as part of their 
duties. 

It is also important to be certain of the purposes for which access to personal data 
will be permitted.  This will be clear in some cases such as Personnel Services 
but there may be other areas where it requires to be specifically defined. 

Employees may have access to personal data about other members of staff – 
confidentiality should be maintained at all times and where appropriate, 
confidentiality forms must be signed. 

8.4  Keeping personal information secure out with the office 

Employees should avoid taking manual files home or out of the office with them.  
However, if there is a business need to do so, permission should be obtained 
from the line manager. To minimise the risk, it may be possible to only take part 
of the file away rather than the entire file.   

Photocopies of files containing personal information should be carefully controlled 
and kept to a minimum.  Once no longer needed, the photocopy should be 
confidentially destroyed. 

Where files containing personal data are required to be removed from the office 
e.g. to a meeting at another location and permission has been given to do so, a
signing out and signing back in procedure should be introduced.  While out of the
office, the file should be the responsibility of the person who has signed it out.

As well as the signing out and signing in procedure, other reasonable security 
measures appropriate to the sensitivity of the information concerned must be 
taken to ensure the safety of the file.   

Examples of these measures are: 
• using robust containers to transport files e.g. document folders with secure

fastenings or lockable briefcases
• employees returning files to the office as soon as they can
• never leaving information unattended in a public place (e.g. a train)
• never leaving information on view while in a car – put it in the boot



• never leaving information overnight in the car (not even in the boot)
• In the information users home, storing the information in a locked drawer or

cupboard if possible
• never storing paper files or notes of encryption PIN numbers alongside or in

the same carrying case as a laptop
• Destroy any paper files or records confidentially

8.5 Transfer, delivery and posting of personal information 

When the Council is required to transfer paper information or files containing 
personal or sensitive information, the relevant IAO must first consider the risks 
associated with the loss or disclosure of that information.  If the information to be 
transferred is highly sensitive then it may be that hand delivery or special courier 
is the only appropriate method of transfer.   

Employees of the Council must ensure that 
• all communications are marked strictly private and confidential
• the name and address of the individual to whom the information is being

sent are clearly defined on the outside packaging and
• the name and address are checked before sending it out to make sure they

are accurate,
• packaging must be robust and appropriate for the contents, making sure

that it will not come apart with rough handling in the mail system and
• the packaging is securely fastened and taped so that no one can tamper

with it.

8.6 Deletion/disposal of information – electronic and manual 
records 

Importance is also placed on the deletion/disposal of information regardless of its 
format.  Data must be deleted in an appropriate manner and specific 
arrangements for confidential destruction must be made if the information 
contains personal data and/or sensitive personal data (or from 25 May 2018, 
special category data) about our employees or customers.   

 Manual files and information should be destroyed in accordance with the 
approved retention schedule for the relevant service area.  If the Service does not 
have a retention schedule in place, they must contact the Archive and Information 
Management Service (AIMS) on 01698 454768 and one can be developed.   

All manual records must be destroyed/disposed of in compliance with any 
Confidential Waste Disposal Policy approved by the Council. 

9. Information systems acquisition, development and
maintenance

In terms of the Council’s Privacy Policy (and in certain circumstances after 25
May 29018, by law), the Council requires that a Privacy Impact Assessment is
required where the Council is developing operations which involve the processing
of personal data and/or sensitive personal data (from 25 May 2018, special
category data). As part of a PIA, the security of such data (both technical and
operational) during the proposed operation must be included.



The Council must put in place all security measures identified within the PIA 
before any personal data etc. is processed. This includes the assessment of 
security measures in relation to systems acquired or the obtaining of services 
from processors. These are set out in more detail in the related Toolkit. 

During the development of assets, systems or products by the Council, access to 
each such asset will be controlled. This control will ensure that nothing can be 
released until appropriate quality checks have been completed and that the 
inventory of assets cannot be adversely affected by development activities. 
Release will not be completed until any implications for the information security 
management system have been considered and recorded. 

Similarly, as and when any planned maintenance changes to products are 
introduced, there will be in place a mechanism to ensure that each change is 
released in a controlled manner. 

10. Information security incident management

Procedures have been established to manage risk of incidents that can impact
the Council’s information assets. Any potential threats to security or misuse of the
Council’s electronic information should be reported by employees to their line
manager, the Information Security Manager or the IT Help Desk.

10.1 Security incidents 

The Council has in place an information security incident reporting process.  All 
incidents (including where it is suspected that there has been or may have been 
an information security incident in relation to confidential information including 
personal data and sensitive personal data) must be reported by employees to 
their line manager and their Resource’s Contact Officer. The Contact Officer will 
then report it to the IGB and SIRO in accordance with the Council’s Information 
Security Incident Reporting Guidance. 

10.2 Information security incident notification process 

In addition to the above reporting mechanism which identifies existing and 
potential risks in the operation of the information security management system 
there is an information security incident notification process.  The process is for 
Services/Resources to report all information security incidents to the Council’s 
Information Governance Board.   

The type of incidents that could be reported are:- 
• loss or theft of data held either electronically or in paper files or equipment

on which data is stored
• Inappropriate access controls allowing unauthorised use
• Equipment failure
• Human error
• Unforeseen circumstances such as fire or flood
• Hacking attack
• Information obtained from the Council by deceiving the Council - blagging

For reporting information security incidents, please see the Information Security 
Incident Reporting Guidance. 



This must be followed by all Resources within the Council in relation to notifying 
Information Security Incidents. 

In summary 
• Executive Directors of each Resource should ensure that there are

appropriate procedures in place within his/her Resource for incidents to be
reported to the IGB and SIRO within 48 hours of becoming aware of the
incident.

• Employees should liaise with their line manager with regard to reporting
information security incidents to their Information Governance Board
representative, who in turn will report the incident to the Council’s
Information Governance Board via the Data Protection Officer.

• If the Executive Director must provide all of the information contained
sought in the information Security Preliminary Notification form when
notifying the incident, together with the information sought by the
Information Security Incident Supplementary Notification Form as a matter
of urgency thereafter.

10.3 Information security incidents external notification process 

This section applies to where the information security incident relates to personal 
data or sensitive personal data. It does not apply to incidents which relate to other 
types of information deemed to be confidential by the Council 

Where the information security incident involves the unauthorised (regardless of 
whether the disclosure is accidental, a failure in a process or human error) 
disclosure of personal data or sensitive personal data to someone other than the 
person to whom the information relates (the data subject), the Council 
(a) must communicate that the incident has occurred to the person to whom the

information relates (if more than one data subject is involved, to each of
those data subjects individually) and

(b) may have to notify that the incident has occurred to the Information
Commissioner.

10.4 Communication with the data subject 
It is the responsibility of the Executive Director of the Resource processing the 
personal data or sensitive personal data to advise the data subject of the 
information security incident without undue delay. This responsibility applies even 
where the personal data or sensitive personal data was being processed on 
behalf of the Resource concerned – regardless of whether this was another 
Service within the Council or an external data processor. 

The following information must be communicated to the data subject personally 
(unless one or more of the exceptions mentioned later applies) 
• the contact details for the Council’s data protection officer
• the likely consequences of the incident and
• the steps taken or proposed to be taken by the Council to address the

incident, including, where appropriate, measures to mitigate the incident’s
possible adverse effects.

The Executive Director of the Resource concerned does not need to contact the 
data subject regarding any incident where 



(a) the personal data or sensitive personal data involved in the incident had
been rendered unintelligible to the recipient of the information i.e. it was
encrypted before the incident.

(b) the Council has taken measures which ensure that there is no risk to the
data subject concerned such as risk to the right of privacy or financial or
other loss or damage arising from that incident and

(c) if there is a large number of data subjects involved within the incident,
where notification to each data subject would involve disproportionate effort
(however alternative means of notification such as a public communication
must be used).

Where the Executive Director is of the view that one or more of the above 
exceptions apply and so there is no need to contact the data subject, the 
Executive Director concerned must ensure that records explaining why 
notification to the data subject was not required. The decision as to whether to 
notify the data subjects will be set out in the information security incident 
notification form sent to the Council’s Data Protection Officer. 

10.5 Communication with the Information Commissioner 
Where the security incident includes personal data or sensitive personal data, the 
Council will generally need to notify the Information Commissioner of the incident. 
The decision regarding whether the incident is one which does not require 
notification will be taken by the Council’s Senior Information Risk Officer or 
someone authorised to act on his/her behalf. 

The information provided in the information security incident preliminary 
notification form will be considered when deciding as to whether the Council must 
report a security incident to the Information Commissioner.   

11.   Business continuity management 

As part of the ongoing risk assessment exercise for information assets, 
appropriate measures will be taken to ensure that each asset is protected. This 
protection will 
include planning how the Council would replace each asset in the event of loss. 
Controls in place will include: 
• A documented business continuity and disaster recovery plan for the

Council that includes defined responsibilities;
• A schedule of regular and systematic back-ups of electronic media;
• Testing these back up procedures by restoring from back up at planned

intervals;
• Where appropriate the replication of paper copy assets;
• Preparation of a vital records schedule (this will form part of the information

audit exercise)

12. Compliance

The Information Governance Board will keep up to date with external
regulatory requirements and continuously review the information security policy
and other related policies to ensure that the Council has appropriate policies in
place and that it continues to comply with each. This will include:
• ensuring compliance with the Data Protection Act and Public Records

(Scotland) Act



• observing intellectual property rights such as copyright to ensure fully
recognised and only authorised copies of software are used;

• ensuring that the Council’s IT resources are not used inappropriately;
Enforcing the appropriate secure information systems and procedures.

• as part of the ongoing information security management system, the
carrying out of regular audits to ensure that each applicable regulation is
adhered to consistently.

It is the responsibility of the Executive Director of each Resource to ensure that 
there are appropriate procedures and measures to support these policies within 
that Resource and that these procedures and measures are communicated to 
employees (see section 7). 

If you need this information in another language or format, please contact us to discuss 
how we can meet your needs.  Phone 0303 123 1015 or email 
equalities@southlanarkshire.gov.uk

mailto:equalities@southlanarkshire.gov.uk


Appendix 

Information security management system - policies 

Policy What the policy covers For help contact 

Information 
Strategy 

How the Council manages 
its information and its 
plans for improvement 

Line Manager 

Privacy 
Policy 

Data Protection Act 1998 

Our responsibilities with 
respect to processing 
personal data 

Privacy Impact 
Assessment Guidance 

Line Manager 

Line Manager 

Data Protection Officer 

Data 
Sharing 
Policy 

Our responsibilities with 
respect of the sharing of 
personal data with other 
parts of the Council and to 
external people, partners 
or organisations 

Line Manager 

Data Protection Officer 

IT 
Acceptable 
Use Policy 

The code of conduct for 
the use of IT facilities, 
email, internet, desktop 
and laptops 

Line Manager 

IT Help Desk 

Information 
Security 
Policy  

How information security 
is managed in South 
Lanarkshire Council 

Line Manager 

IT Help Desk 

Information Security Manager 

Records 
Management 
Policy 

How to manage the 
Council’s records 

Line Manager 

Administration Adviser 


	Information Security Policy
	Introduction
	1. Information security policy statement
	2. Security policy
	3. Security organisation
	4. Asset management
	5. Personnel security
	6. Physical and environmental security
	7. Communications and operations management
	8. Access control
	9. Information systems acquisition, development and maintenance
	10. Information security incident management
	11. Business continuity management
	12. Compliance
	If you need this information in another language or format
	Appendix - 
Information security management system - policies



